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ViPNet Communication Security System (CSS)

>> B cOBpeMeHHOM Mupe OAHMM U3 BaXHeWWwux pecypcoB
ABnAeTCcA MHPopMauMA, NOSTOMY ee 3awuTa CTOUT

B npuoputeTe. KoprnopaTuMBHaA CBA3b - HEOTbEMJ/IEMbli
aTpubyT QYHKLMOHMPOBAHMA NbbLIX NpeanpuATUN.

Mpu 3Tom Bce 6onbwe u 6onblle KOMAAHUKA HAYUMHAKT
oTAaBaTb npegnodteHune IP-TenepoHuMM u MOBUNLHOM
CBA3U. ITO NO3BONAET COKPATUTb M3AepXKu u obecnevynTb
HenpepbiBHOCTb HGU3HeC-npoueccos.

) 3auymiLeHHble KaHabl

He3awmuieHHble KaHanbl

—
OCHOBHbIMW yrpo3amu ABAAIOTCA NepexBaT  MHOOPMALMOHHBIM pecypcam, ANs
¥ MaHUMNYIMPOBaHWUE JaHHbIMW, MOAMEHa HMX TpebyeTcs pelLeHne BONPOCOB
¥ B3/IOM MOJIb30BATENbCKMX AAHHBIX, nHdOpMaLMOHHON Be30onacHOCTH B
orpaHuyeHue goctynHoctu (Denial of b6onblem obbemMe, UeM ANs CTaLNOHAPHbIX
Service). Tak kak cOBpeMeHHble MOBWAbHbIE  KOMMbIOTEPOB, MO3TOMY HEOHXOAMMO ViPNet
YCTPOWCTBA, MOMUMO OCHOBHOW PYHKLNN obpalaTb BHMMaHMe Ha ciegytollee: Coordinator

HecmoTps Ha Bce npevmyluecTBa obecneveHns TeneGOHHOW CBA3W, ABNAIOTCA

1 GYHKUMOHaNbHOCTb, IP-TenedoHmns MOBUWBHBIMY TEPMUHANAMK, CMOCOBHBIMM -

¥ MOBUNbHAA CBA3b JOBOJIbHO YA3BVMbI OCYLLeCTBATb AOCTYN B CETb MHTEPHET, I ) I:Il )
C TOUKM 3peHna 6e3onacHoCTy. W, B OTAENbHbIX CIyYasnx, K KOPnopaTUBHbIM T

1 B oTHOLEHMM KOPNOPATUBHBLIX KOMMYHUKALIMA HEO6X0AMMO cobatoaaThb

XKECTKYH NMOANTUKY MHPOPMALMOHHON 6e30NacHOCTY, MPUMEHNATb MeXaHM3MbI

naeHTdunkaumn, ayteHTMbrKaLmm n aBTopmsaLmm, a Tak>ke 3amwaTtb ViPNet CSS

MHOPaCTPYKTYpPY B LLESIOM. 4' ) ConServer
1T/

2 nonyﬂﬂpHOCTb MOBUNBHbIX yCTpOI‘/’ICTB HaCTOJIbKO BEJIKa, YTO BJ1aj€e/ibLibl
npeanoynTaroT UCNOAb30BaTb UX B NoBbIX cueHapuax, B HaCTHOCTH,
COTPYAHUKN MPUMEHAKOT O4HO yCTpOVICTBO n ana pa6OTbI, N Ana NNYHbIX u,ene17|.
370, B CBOHO ouepeab, NPpMBOANT K NCMNOJIb3OBAHUIO Hebe30onacHbIX cueHapueB
B KOprIOpaTI/IBHOI‘/’I cpene, HanpuMmep, HeAOBEPEHHbIX npvmo>|<eH|/||7| B Bu3Hec-

npoueccax 1 KOMMYHUKaLMAX. I:I ATC
||y

B pe3ynbTate MHOrOCTOPOHHEro aHanun3a NPOAYKTbI, CO34aHHble Ha 6a3e cObCTBEHHOM

YyA3BMMOCTEW, BO3HUKAIOLMX B KOPMOPATUBHbIX TexHonorum ViPNet. MpoaykTbl ViPNet

MHOOPMALMOHHBIX CUCTEMaX C YAaNeHHbIMM npesHa3HayeHbl ANS 3alMTbl KAHANOB CBA3N

M MOBUIbHBIMUW MOJIb30BaTENAMM, a TakKXKe n ceTeBbIxX pecypcos (VolP- 1 Bugeocssasuy,

NCCNesoBaHNsA BONPOCOB CETEBOW 3aLLNTDI, obmeHa darinamu, ntobor NnepcoHanbHOM

koMnaHua «HdpoTeKC» paspaboTana pas 1 KOMMEepPUYeckon MHGOPMaLIMK) NyTem ViPNet CSS Connect
3P PEKTMBHBIX PeLleHNR, NCMOb3YHOLLMNX WndpoBaHus U puabTpauumn Tpaduka. + ViPNet Client



PeuweHue ViPNet CSS Connect

>> lNpegHa3Ha4YeHO ANA OpraHuM3auuy 3aWMWEeHHbIX KOMMYHMKaLWUK
KOpNOpaTUBHbLIX MOJsib30OBaTeNen, MNO3BONAET aAMUHUCTpaTopy
6e30MacHOCTM CaMOCTOATENbHO KOHTPOAMPOBATb MOAUTUKMU

U MHOPACTPYKTYpy WHPOPMALMOHHON 6e30MaCHOCTHU.

PewweHne obecneunBaeT ronocoBble
KOMMYHMKaLMKM, OTMPaBKy TEKCTOBbIX COOBLLIEHNI
n dannos c IP-TenedoHOB, CTaLNOHAPHBIX
KOMMNbIOTEPOB, HOYTOYKOB 1 MOBUABHbIX

MPEUMYIIECTBA

YHuBepcanbHocTb. ViPNet CSS
Connect HanpaBaeHO Ha yHUdUKaALNIO
KOpMOpaTUBHbIX KOMMYHMKaLWW.

HapexxHocTb. Bce nepegaBaembie
JaHHble (B TOM Unc/ie Npu nepegaye
BHYTPW IOKaNbHOW CETW) 3aLLMLLEeHbI
¢ ncnosb3zoBaHueMm ViPNet Client.

Mpoctota. CoBpeMEHHbIA NHTYUTUBHO
NMOHATHBIA AM3alH UHTepdelica He TpebyeT
OT NO/b30BaTENA HUKAKUX CrieunanbHbIX
3HaHWN. AppecHas kHura ViPNet CSS
Connect onepupyet ®.N.0. nonb3oBatensa —
ANA Bbi30Ba abOHeHTa A0CTaTOYHO

3HaTb TONbKO MX.

3almTa cnucka KOHTaKTOoB.

AgzpecHas kHura ViPNet CSS Connect
obocobneHa OT agpecHOW KHUTM YCTPOUCTB
n popmmpyeTca LeHTPaIM30BaHHO
aaMuHucTpatopom cetn ViPNet.

ycTpouncTs. Nonb3zosatenn ViPNet CSS
Connect moryT obwatbca KOHOMAEHLMANBHO,
MCNONb3yA KaHabl 3aLUNLLEHHOWN CeTu
ViPNet ¢ wndposBaHnemM «Touka-TouKa».

Taknmm 06pas3om agMUHUCTPATOP
KOHTPOAUPYET KPYT NNL, C KOTOPbIMU
MoJb30BaTe/lb MOXET OCYLLECTBAATD
3aLUMLLEeHHblE KOMMYHUKaLMW.

3awmTta obmeHa gaHHbIMU. Tpaduk
mexay nosnb3oBatensmu ViPNet CSS
Connect naet Hanpamyto OT YCTPOWUCTBA
K ycTponcTtBy. Kakmx-ambo cepsepos,
paclwmndpoBbIBaOLWNX JaHHbIE Ha
NPOMEXYTOUHbBIX 3Tanax nepejayn,

He cywiecTtByeT. brarogaps stomy
nepegasaemas nHGopmaLma 3amLLeHa
OT pacwndpOBbIBaHUA Aaxe CO CTOPOHBI
BHYTPEHHEro HapyLmTens.

ViPNet CSS Connect cooTBeTcTBYET
TpeboBaHWAM H6e30MnacHOCTM
NHPOPMaLIMKN N BHECEH B peecTp
OTeYeCTBEHHOrO MPOrpamMMHOro
obecneveHns MuHuncrepcrea
LundbpPOBOro pasBUTUA, CBA3N N MaCCOBbIX
KOMMYHWKaumm Poccninckon ®egepaumn.

ViPNet Communication Security System (CSS)

IP-tenepoH ViPNet CSS Connect HW

>> CﬂeuMaﬂMBMpOBaHHoe yCTpOﬁCTBO, npeaHasHa4dYeHHOE
ana obecnevyeHna 6e30mMacHbIX 6M3HeC-KOMMyHMKaHMﬁ

nocpeacTtBoM TexHonoruum ViPNet

B Anexceesa Braga Medoavessa
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OCHOBHble
XapaKTepUCTUKHU
yCTpOUCTBA

> 7-AOMMOBBIV ANCMNEN C CEHCOPHBIM
ynpaB/JeHVEM N UHTYUTUBHO MOHATHBIM
MOJIb30BaTENbCKUM UHTEPDENCOM

> [poBogHas TenedoHHan Tpybka,
AepkaTtenb ANs NEBLUEN W NpaBLUen

MPEUMYLIECTBA

> JlerkocTb 1 NPOCTOTa NCMOb30BaHMS,
NpopaboTaHHbIN N UHTYUTUBHO MOHATHBIN
nHTepdenc 6e3 CNOXKHbIX aNrTopUTMOB
nomucka n BbiI30Ba aboOHEHTa

> lLlnpposaHune 1 puabTpaLmsa CUrHaabHOro
1 rONOCOBOro Tpaduka BCeX yHaCTHUKOB
cetn IP-tenedpoHmun

> Gigabit Ethernet (10/100/1000)
C 2-NOPTOBbLIM KOMMYTaTOPOM

> BcTpoeHHasa kamepa
> BcTtpoeHHbin Wi-Fi-agantep

> VIHTerpupoBaHHbIn PoE

> ObecneunBaeT HecnpenaTCTBEHHOE
npoxoxaeHue VolP-Tpaduka vepes
yctponctea NAT

> lNoaaep>xka BUPTYaNbHbIX aApecos,
B TOM YMC/Ie B NPUKAAAHBIX MPOTOKOaX,
ABNAETCA peleHneM npobiembl nepeceyeHms
npocTpaHcTea IP-agpecos yaaneHHbIx odmcos




KBaHTOBaA Kpuntorpapus
ana 3auutbl IP-TenedpoHun

>> MMOCTOAHHOE pa3BUTUE COBPEMEHHBIX TEXHONOrUI yBeNuMyuBaeT
PUCKNU MHPOPMALMOHHON 6e30MacHOCTMU, CBA3aHHbIE C POCTOM
CKOpPOCTU Mnepefayn AAHHbIX U MOBbllEHUEM ObICTpOAENCTBUS

KOMMbTEpOB, 4YTO, B CBOW o4vepelb,

Harpysku Ha KJw4Y wudpoBaHuS.

PazpaboTaHHas komnaHunen «MHPpoTeKC»
KBaHTOBas KpunTtorpapumyeckas cucrema
BbIpaboTkun 1 pacnpegenenns kntouen (KKC
BPK) no3BonsieT obecneuntb 6€30MacHOCTb
IP-tenedoHnm Ha HoOBOM ypoBHe. KBaHTOBOE
pacnpegeneHue Kaouern No3BoasSET YCKOPUTb
CMeHy KatoYen WndpoBaHnsa N CKOPOCTb

NX JOCTaBKW A0 abOHeHTa, UTO coKpaLlaeT

NMPEMMYLIECTBA

BedeT K yBeJZIN4eHUH

NPOMEXYTOK MEXAY CMEHOW K/HOUeN
wudpoBaHma 40 1 MUHYTBI. 3TO UCKAKOYAET
BO3MOXHbI€ PUCKM, CBA3aHHbIE C aTakaMu

Ha KNHUW LINPPOBaHNA M B3NOMOM KatoYa

C NoMoLLbIO NoAbopPa, Tak Kak nepeAaBaemas
MHGOpPMaLMA CTAaHOBUTCA 3aLLMLLEHHON

Ha MHOXeCTBe Katouen WndpoBaHus,

a He Ha OfHOM.

01. CMMMeTpVILIHoe LIJVICI)pOBaHI/Ie AaHHDbIX, yCTOI\/JIl-II/IBoe K aTakaM C UCroJib30BaHNEM

KBAHTOBOTO KOMMNbHOTEPA

02. 3awuTa OT HapywmnTena ¢ MOJHOMOYNAMUN aAMUHUCTPATOPa MHPOPMaLMOHHOW Be3onacHoCTH
Hnarogapa aBTOMaTU4ECKON CMEHe BCeX KNtYel cpa3y nocae BBOAA B KCrUyaTaLmto

03. NHTerpauus c cywectytowmmm cetamm ViPNet VPN

COCTAB PEWEHHKA

ViPNet PYKC Jlant — LueHTpanbHbIN y3en cetu
BbIpaboTKM 1 pacnpeseneHns KBaHTOBbIX KAHOYel

ViPNet KYKC Jlant — BblpaboTtka v pacnpeseneHune

KBAHTOBO-3aLLMLLEHHbIX K/HOYeN COBMECTHO
c ViPNet PYKC Jlant

ViPNet QSS Switch — ynpasasembii ontuyeckuia
KOMMyTaTOp AN MacluTabrvpoBaHuUa cetu
ViPNet QTS Lite (yBennuyeHune konnyecrtsa
noakntoyaemblx ViPNet KYKC Nant)

ViPNet CSS Connect HW
> KOHUAEHLMaNbHble ayAMO3BOHKN U OBMeH
TEKCTOBbIMUN COOBLLIEHNAMU Mexay aboHeHTamm
> COBMECTMMOCTb ¢ cuctemout SIP-TenepoHun
n meccengykepamm ViPNet Connect

ViPNet
PYKC Nant

®

ViPNet QSS Switch
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ViPNet ViPNet ViPNet
KYKC Nair % KYKC Naiir KYKC Nait %

ViPNet ViPNet ViPNet
CSS Connect HW CSS Connect HW CSS Connect HW

© (@

Cetb ViPNet VPN OnTUYeCKniA KaHan BbIPabOTKM KBAHTOBOTO KtOYa

ViPNet Communication Security System (CSS)

ViPNet CSS Connect
ANnA MOOUNbHLIX YCTPOUCTB

>> WUcnonb3oBaHue coTpyAHukamu WhatsApp, Viber, Telegram,
Skype n apyrux nyb6anyHbiX CEpBUMCOB Ha MOBUbLHbBIX
YyCTPOUCTBAX, WCMNOJIb3yeMbIX B paMKax KOpPrnopaTUBHOM
UHPPACTPYKTYpbl, CTANI0O MACCOBbIM ABMEHUEM. IDTO HeceT

B cebe cepbe3Hble pUCKM UHPOPMALMOHHON 6e30MacHOCTH,

a TaKXe MpAMoe HapylleHue 3aKoHoaaTenbcTBa (152-03)

B 4YacTWU nepefaydn MNepcoHajsbHbIX AAHHbIX TpeTbUM NULAM.

ViPNet CSS Connect — 6e3onacHas
anbTepHaTMBa Ny6/IMUYHbIM CepBUCaM

A5 OpraHn3aLnm 3allmLLEeHHOro
KOPMOpaTUBHOrO 06LLEeHUs. ITO
NpUAOXKeHWE A5 3aLLMLLEHHOTO 0L eHMs
KOPMOpaTUBHbIX MNOJb30BaTeNEN,

KOTOpoe obecneynBaeT ronocoBble
KOMMYHWKaLUK, OTNPaBKY TEKCTOBbIX
COODBLIEHWNI, B TOM YNC/IE C BAOXKEHUAMM.
Monb3oBaTenn ViPNet CSS Connect
06LaroTCA KOHOUAEHLMANBHO MO KaHafaMm
3awmuieHHon cetn ViPNet.

MPEUMYILECTBA

> Bce KOMMYHUKaLnn
oCyLLecTBAAr0TCA No 3alUnileHHbIM
KaHanam CBA3U, B TOM Yucne npu
nepegaye B JNIOKaNbHOM CceTn

> bnarogapa MHTYMTUBHO MOHATHOMY
nHTepdelicy nonb3oBaTensm nerko
OCBOWTb NPUNOXKEHNE

B Gy 0 A0 Db«

> Hactpownku ViPNet CSS Connect
LEeHTpann30BaHHO 3ajaeT
agMuHuctpatop cetn ViPNet

T

W) Gttt el

> C nomouybto ViPNet CSS Connect
MOXHO 0bLLaTbCA He TONbKO
C NO/Ib30BaTENSAMW BHYTPUW CBOEN
cetn ViPNet, Ho 1 B pamkax
CBA3AHHbIX CeTen

O6MeH faHHbIMU MexXay
NoAb30BaTeNAMMU NAET HaNPAMYHO
(«Touka-Touka»). OTcyTCTBMNE
NPOMEXYTOUHbIX CEPBEPOB, KOTOPbIE
6bl XpaHWUAW AN paclindpoBbIBaNU
AaHHble, pellaeT npobaemMy goctyna

K nHGOpMaLnM NOCTOPOHHUX ANL,
PaboTa B pexuvMe «TouKa-Touka» He
TpebyeT NCNONb30BaHNA LEHTPASIbHOTO
MapLIpyTU3MPYHOLLLEro cepBepa, a
3HaAUUT, He HY>XHO obecneumBaTb AN
Hero BbICOKOCKOPOCTHOW KaHan CBA3W.
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CopepXu1Moe 0KyMeHTa HOCUT UCKIIOUMTENIbHO MHBOPMALIMOHHBIN XapakTep 1 He ABAAETCA NyBANYHOM odepToii. [ns nonyyeHns noapoBHOiA MHGOpMaLK 06 ykasaHHbIX
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B JOKyMeHTe MPOoAYKTaX W ycayrax Bbl MoXeTe 06patnTbca B AO «/HGoTeKC». Bee M306paxeHns ABAAIOTCA MWL MANKOCTPALMAMM. Bee TexHMUeCKUe XapaKTepuUCTV KK, BHELWHWIA
BUZ 1 KOMMEKTHOCTb OMUCHIBAEMOV NPOAYKLN MOTYT MEHATLCA 63 NpeaBapuUTeNbHOTO yBeAoMAeHMsA. CMBOAIBI ™ 1N @ B OKYMEHTE He NCMO/b3YHOTCA, OAHAKO,
Virtual Private Network €C/IM He YKa3aHO WHOTO, BCe TOBapHbIe 3Haku B JaHHOM AOKyMeHTe 3alljiiieHbl COOTBETCTBYIOLLIMM MPaBOM, KOTOPOE MPUHAANEXWT WX BAaae/bLiaM.




