
Ȭɓəɠɢ ɡɢɠɖɥɜɤɒ 
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ɢɥɜɠɔɠɖɚɤɗɝɮ ɟɒɡɢɒɔɝɗɟɚɱ ɢɒəɔɚɤɚɱ ɡɢɠɖɥɜɤɠɔ



2

Ȭɣɠɓɗɟɟɠɣɤɚ ɤɗɧɟɠɝɠɕɚɚ ViPNet

ȯɚɞɞɗɤɢɚɩɟɒɱ 
ɜɢɚɡɤɠɕɢɒɦɚɱƙ

ȵɗɣɤɟɭɛ P2P VPN

ȫɗ ɣɗɣɣɚɠɟɟɭɛ VPN:
Ȯɒɓɠɤɒ ɟɒ ɡɝɠɧɚɧ ɚ 
ɟɗɣɤɒɓɚɝɮɟɭɧ 
ɜɒɟɒɝɒɧ

Ȯɒɓɠɤɒ ɩɗɢɗə NAT:
ȯɠɗɖɚɟɗɟɚɗ
ɥɣɤɢɠɛɣɤɔ

əɒ ɢɒəɝɚɩɟɭɞɚ NAT

ȴɗɟɤɢɒɝɚəɠɔɒɟɟɠɗ 
ɠɓɟɠɔɝɗɟɚɗƙ
Ȩɝɰɩɚ 
ɪɚɦɢɠɔɒɟɚɱƗ 
ɣɡɢɒɔɠɩɟɚɜɚƗ ȭȬ

1 2

3 4
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ȵɤɠ ɤɒɜɠɗ ViPNet Client

ViPNet 
Client for 

Windows

ViPNet 
Client for 

Linux

ViPNet 
Client for 

macOS

ViPNet 
Client for 

Android

ViPNet 
Client for 

iOS

ViPNet 
Client for 

Aurora

o VPN-ɜɝɚɗɟɤ ɖɝɱ ɢɒɓɠɤɭ ɔ əɒɫɚɫɗɟɟɭɧ ɣɗɤɱɧ 6É0.ÅÔ

o ȭɢɠəɢɒɩɗɟ ɖɝɱ ɡɢɚɝɠɘɗɟɚɛ ɡɠɝɮəɠɔɒɤɗɝɱ ɚ ɣɗɢɔɚɣɠɔ Ȭȯ

o ȫɗəɒɔɚɣɚɞ ɠɤ ɦɚəɚɩɗɣɜɚɧ ɜɒɟɒɝɠɔ ɣɔɱəɚ

o ȭɠɖɜɝɰɩɒɗɤɣɱ ɜ ɟɗɠɕɢɒɟɚɩɗɟɟɠɞɥ ɜɠɝɚɩɗɣɤɔɥ ɣɗɕɞɗɟɤɠɔ ɣɗɤɚ

o ȯɠɠɤɔɗɤɣɤɔɥɗɤ ɤɢɗɓɠɔɒɟɚɱɞ Ȳȯȟ Ȯɠɣɣɚɚ ɜ ȯȨȥȦɜɝɒɣɣɠɔ ȨȯʦƗ 
Ȩȯʧ ɚȨȯʨ

o ȯɠɠɤɔɗɤɣɤɔɥɗɤ ɤɢɗɓɠɔɒɟɚɱɞ ȲȯȰȻȨɜ ȪȻɜɝɒɣɣɒ 4 ɤɚɡɒ Ƞ

o ȭɠɖɖɗɢɘɚɔɒɗɤ Ȭȯ Windows, Linux , macOS, Android , iOS, 
Aurora, Kaspersky OS*

ǉ Ƞ ɢɒəɢɒɓɠɤɜɗ
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Ƞɒɢɚɒɟɤɭ ViPNet Client
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ViPNet Client 
ɖɝɱ ȬȯWindows
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ViPNet Client 4

Ȩɠɞɡɝɗɜɣɟɠɗ ɣɢɗɖɣɤɔɠ əɒɫɚɤɭ ɡɗɢɣɠɟɒɝɮɟɠɕɠ ɢɒɓɠɩɗɕɠ 
ɞɗɣɤɒ ɚɟɦɠɢɞɒɨɚɠɟɟɠɛ ɣɚɣɤɗɞɭ

o ȱəɗɝ VPN;

o ȭɗɢɣɠɟɒɝɮɟɭɛ Firewall;

o Ȩɠɟɤɢɠɝɮ ɣɗɤɗɔɠɛ ɒɜɤɚɔɟɠɣɤɚ 
ɡɢɚɝɠɘɗɟɚɛ;

o Ȩɢɚɡɤɠɡɢɠɔɒɛɖɗɢ;

o ȥɒɫɚɫɗɟɟɒɱ ɣɚɣɤɗɞɒ ɠɓɞɗɟɒ 
ɡɚɣɮɞɒɞɚ;

o ȱɡɢɒɔɝɗɟɚɗ ɒɣɚɞɞɗɤɢɚɩɟɭɞɚ 
ɜɝɰɩɒɞɚ ɚ ɣɗɢɤɚɦɚɜɒɤɒɞɚ;

o Ȣɔɥɧɦɒɜɤɠɢɟɒɱ ɒɔɤɠɢɚəɒɨɚɱ.
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ViPNet Client 4 ƚ ȯɗɢɤɚɦɚɜɒɨɚɱ

o ViPNet Client 4 ɚɞɗɗɤ ɣɗɢɤɚɦɚɜɒɤ Ȳȯȟ Ȯɠɣɣɚɚ ʡȯȲƳʦʧʩ- 4062 ɠɤ 
ʦʭƚʣʪƚʧʣʧʦ ɠ ɣɠɠɤɔɗɤɣɤɔɚɚ ɤɢɗɓɠɔɒɟɚɱɞ ɜ ȯȨȥȦ ɜɝɒɣɣɠɔ Ȩȯʦ, Ȩȯʧɚ 
Ȩȯʨ.

o ViPNet Client 4 ɚɞɗɗɤ ɣɗɢɤɚɦɚɜɒɤ ʡʪʦʪ- 3772 ɠ ɣɠɠɤɔɗɤɣɤɔɚɚ 
ɤɢɗɓɠɔɒɟɚɱɞ Ȳȯȟ Ȯɠɣɣɚɚ ɜ ɥɣɤɢɠɛɣɤɔɒɞ ɤɚɡɒ ɞɗɘɣɗɤɗɔɭɗ ɯɜɢɒɟɭ 4 
ɜɝɒɣɣɒƚ

o ViPNet Client 4 ɔ ɣɠɣɤɒɔɗ ȭȨȥȦ ViPNet 4 ɚɞɗɗɤ ɣɗɢɤɚɦɚɜɒɤ ȲȯȰȻȨ 
Ȯɠɣɣɚɚ ʡʨʬʧʬ ɠ ɣɠɠɤɔɗɤɣɤɔɚɚ ʩ ɥɢɠɔɟɰ ɤɢɗɓɠɔɒɟɚɛ ɖɠɔɗɢɚɱ ȲȯȰȻȨ 
Ȯɠɣɣɚɚ ɚ ɤɢɗɓɠɔɒɟɚɱɞ ȲȯȰȻȨ Ȯɠɣɣɚɚ ɜ ɞɗɘɣɗɤɗɔɭɞ ɯɜɢɒɟɒɞ ɤɚɡɒ Ƞ 
ɩɗɤɔɗɢɤɠɕɠ ɜɝɒɣɣɒ əɒɫɚɤɭ. 
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ViPNet Client 4U for Windows

ȫɠɔɠɗ ɡɠɜɠɝɗɟɚɗ ɡɢɠɖɥɜɤɒ ViPNet Client ɟɒ ɓɒəɗ 
ɗɖɚɟɠɕɠ ɥɟɚɔɗɢɣɒɝɮɟɠɕɠ ɚɣɧɠɖɟɠɕɠ ɜɠɖɒ

o ȱɣɤɒɟɠɔɜɒ ɚə ɞɒɕɒəɚɟɒ ɡɢɚɝɠɘɗɟɚɛ Microsoft 

Store ; 

o MSI ɥɣɤɒɟɠɔɫɚɜ ƽȮɗɝɚə ʩƚʦʣƗ ʧʮƚʣʩƚʧʣʧʧƾƘ

o ȱɣɤɒɟɠɔɜɒ ɣ ɡɠɞɠɫɮɰ Configuration Manager;

o Ȣɔɥɧɦɒɜɤɠɢɟɒɱ ɒɔɤɠɢɚəɒɨɚɱ ƽɔ ɢɒəɢɒɓɠɤɜɗƾ;

o ȭɠɖɖɗɢɘɜɒ 32-ɓɚɤɟɠɛ ɚ ʫ4-ɓɚɤɟɠɛ ɒɢɧɚɤɗɜɤɥɢ

o 3$+ ɖɝɱ ɣɤɠɢɠɟɟɚɧ ɡɢɚɝɠɘɗɟɚɛƘ

o ȯɠɔɞɗɣɤɚɞ ɣ ViPNet BM;

o ȯɠɔɞɗɣɤɚɞ ɣ ViPNet Connect;

o ȯɠɔɞɗɣɤɚɞ ɣ ViPNet EPP;

o Ȯɒəɢɒɓɒɤɭɔɒɗɤɣɱ ɔ ɣɠɠɤɔɗɤɣɤɔɚɚ ɣ ɤɢɗɓɠɔɒɟɚɱɞɚ 

ɜ ȯȨȥȦ ɜɝɒɣɣɠɔ ȨȯʦƗ Ȩȯʧ ɚ Ȩȯʨƚ
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ViPNet Client 4U for Windows
ȭɝɒɟɭ ɢɒəɔɚɤɚɱ

o Ȯɗɝɚə ʩƚʦʣƚ ʧʮƚʣʩƚʧʧƚ Ȯɒɣɡɢɠɣɤɢɒɟɗɟɚɗ ɩɗɢɗə MSI.

o Ȯɗɝɚə ʩƚʦʦƚ ʨʦƚʣʭƚʧʧƚ ȭɠɖɖɗɢɘɜɒ ɔɟɗɪɟɚɧ ɤɠɜɗɟɠɔ. 
ȭɢɚɟɥɖɚɤɗɝɮɟɠɗ ɔɭɜɝɰɩɗɟɚɗ VPN ɡɢɚ ɓɝɠɜɚɢɠɔɜɗ ɯɜɢɒɟɒƚ

o Ȯɗɝɚə ʩƚʦʧƚ 4Q 2022. ȭɗɢɗɖɒɩɒ ɟɒ ɣɗɢɤɚɦɚɜɒɨɚɰ ɡɠ ɝɚɟɚɚ Ȳȯȟƚ



ViPNet Client 
ɖɝɱ Ȭȯ Linux
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ViPNet Client 4U for Linux

ȫɠɔɭɛ ɡɢɠɖɥɜɤƗ ɔɭɡɠɝɟɱɰɫɚɛ ɦɥɟɜɨɚɚ ɜɝɚɗɟɤɒ ɣɗɤɚ ViPNetƗ ɣɠəɖɒɟɟɭɛ ɣ 
ɩɚɣɤɠɕɠ ɝɚɣɤɒƗ əɒ ɠɣɟɠɔɥ ɜɠɤɠɢɠɕɠ ɔəɱɤ ɗɖɚɟɭɛ ɥɟɚɔɗɢɣɒɝɮɟɭɛ 
ɚɣɧɠɖɟɭɛ ɜɠɖ
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ViPNet Client 4U for Linux

o Ȧɣɡɠɝɮəɥɗɤɣɱ ɔɚɢɤɥɒɝɮɟɭɛ TUN\ TAP ɚɟɤɗɢɦɗɛɣ

o ȭɠɖɖɗɢɘɜɒ ɪɚɢɠɜɠɕɠ ɣɡɚɣɜɒ ɣɠɔɢɗɞɗɟɟɭɧ Ȭȯ Linux

o ȫɗ əɒɔɚɣɚɤ ɠɤ ɔɗɢɣɚɚ ɱɖɢɒ Ȭȯ

o 3$+ ɖɝɱ ɣɤɠɢɠɟɟɚɧ ɡɢɚɝɠɘɗɟɚɛ

o ȭɠɖɖɗɢɘɚɔɒɗɤ ɖɔɥɧɦɒɜɤɠɢɟɥɰ ɒɔɤɠɢɚəɒɨɚɰ

o ȭɠɖɖɗɢɘɜɒ ɒɢɧɚɤɗɜɤɥɢ x86, ARM, Ȼɝɮɓɢɥɣ(e2k)

Ȧɞɗɗɤ ɣɗɢɤɚɦɚɜɒɤɭ ɟɒ ɣɠɠɤɔɗɤɣɤɔɚɗ ɤɢɗɓɠɔɒɟɚɱɞ Ȳȯȟ 
Ȯɠɣɣɚɚ ɜ ȯȨȥȦ ɜɝɒɣɣɠɔ ȨȯʦƗ Ȩȯʧ ɚ Ȩȯʨƚ
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ViPNet Client 4U for Linux
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Ȟɢɧɚɤɗɜɤɥɢɒ ȢɚɣɤɢɚɓɥɤɚɔLinux

ɧʭʫ- 64 Astra Linux Special Edition
!ÓÔÒÁ ,ÉÎÕØ #ÏÍÍÏÎ %ÄÉÔÉÏÎ ʧƚʦʧ ƯȬɢɗɝư
ȡɠɣȩɚɟɥɜɣIC5
ȮȣȢ Ȭȯ ʬƚʧ, 7.3
Ȟɝɮɤ Ȯɒɓɠɩɒɱ ɣɤɒɟɨɚɱ ʭƗ ʭ ȯȭƗ 9,1
ȩȬȰȬȯ ƽɢɗɖɒɜɨɚɱ ɖɝɱ ɣɗɢɔɗɢɠɔ ɚ ɢɒɓɠɩɚɧ ɣɤɒɟɨɚɛƾ
ȮȬȯȞ ƯȨȬȟȞȩȺȰư ƽɡɠɝɮəɠɔɒɤɗɝɮɣɜɒɱ ɢɗɖɒɜɨɚɱƾ
EMIAS OS 1.0
Ubuntu 18.04.2 LTS , 20.04 LTS
Debian 9.13, 10.9
CentOS 7.1 , 7.5, 8.2, 8.3

Ưȟɒɛɜɒɝ-4ʦư ƽmipsel ) !ÓÔÒÁ ,ÉÎÕØ 3ÐÅÃÉÁÌ %ÄÉÔÉÏÎ ʫƚʦ Ưȯɗɔɒɣɤɠɡɠɝɮư

ƯȻɝɮɓɢɥɣư ƽe2k)
!ÓÔÒÁ ,ÉÎÕØ 3ÐÅÃÉÁÌ %ÄÉÔÉÏÎ Ưȩɗɟɚɟɕɢɒɖư

ARMv5 OpenWrt Chaos Calmer

ARMv7 Astra Linux Special Edition Ưȫɠɔɠɢɠɣɣɚɛɣɜư
ȯɓɠɢɜɒ ɖɝɱ ɞɚɜɢɠɜɠɟɤɢɠɝɝɗɢɠɔ ɟɒDebian ɚ OpenEmbedded

ARMv8 Nvidia Jetson tx2
Raspberry PI 4. Ubuntu 18.04
Ubuntu Desktop 18.04.5 LTS, 20.04 LTS
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Ȟɥɤɗɟɤɚɦɚɜɒɨɚɱ ɣ ɡɠɞɠɫɮɰ 
ɤɠɜɗɟɠɔ:
1. Ȟɖɞɚɟɚɣɤɢɒɤɠɢ əɒɡɚɣɭɔɒɗɤ 
ɡɗɢɣɠɟɒɝɮɟɭɛ ɜɝɰɩ 
ɡɠɝɮəɠɔɒɤɗɝɱ ɟɒ ɔɟɗɪɟɗɗ 
ɥɣɤɢɠɛɣɤɔɠ ɚ əɒɖɒɗɤ ȭȦȫ-ɜɠɖ 
ɖɝɱ ɟɗɕɠ ɔɠ ɔɢɗɞɱ ɣɠəɖɒɟɚɱ 
ɖɚɣɤɢɚɓɥɤɚɔɒ ɜɝɰɩɗɛƚ

2. ȭɠɝɮəɠɔɒɤɗɝɮ ɣɒɞɠɣɤɠɱɤɗɝɮɟɠ 
ɞɗɟɱɗɤ ɤɚɡ ɒɥɤɗɟɤɚɦɚɜɒɨɚɚ

ViPNet Client 4U for Linux
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ViPNet Client 4U for Linux

o Ȫɗɘɣɗɤɗɔɠɛ ɯɜɢɒɟ ɖɝɱ əɒɜɢɭɤɠɕɠ ɤɢɒɦɚɜɒ 

ȭɢɚɟɚɞɒɗɤ ɡɢɒɔɚɝɒ ɠɤ Policy Manager ɚ Policy 

Management Module Prime;

o Ȯɗɒɝɚəɒɨɚɱ ɦɥɟɜɨɚɠɟɒɝɒ mDNS;

o Ȫɟɠɘɗɣɤɔɠ ɖɠɢɒɓɠɤɠɜ ɖɝɱ ɜɠɢɢɗɜɤɟɠɛ ɢɒɓɠɤɭ ɟɒ 

ɟɚəɜɠɞ ɥɢɠɔɟɗ ɞɒɟɖɒɤɟɠɕɠ ɜɠɟɤɢɠɝɱ ɨɗɝɠɣɤɟɠɣɤɚ;

o ȭɠɖɖɗɢɘɜɒ Ȣɗɝɠɔɠɛ ȭɠɩɤɭɖɝɱ Ȭȯ Linux ;

o ȭɠɖɖɗɢɘɜɒ ɢɱɖɒ ɟɠɔɭɧ ɡɝɒɤɦɠɢɞƗ ɔɜɝɰɩɒɱ ȟɒɛɜɒɝ Ȫʦ.

ȟɝɚɘɒɛɪɚɗ ɡɝɒɟɭ 
ƽɢɗɝɚə ʩƚʦʨƗ ɞɒɛ ʧʧƾ

Ȣɒɝɮɟɗɛɪɚɗ ɡɝɒɟɭ 
ƽɢɗɝɚə ʩƚʦʩƗ ɒɔɕɥɣɤ ʧʧƾ

o Ȭɡɨɚɱ ɤɥɟɟɗɝɚɢɠɔɒɟɚɱɖɝɱ 

ViPNet Client 4U for 

Linux ;

o ȱɡɢɒɔɝɗɟɚɗ ɤɠɟɜɚɞɚ 

ɟɒɣɤɢɠɛɜɒɞɚ ɩɗɢɗə ȴȱȯƚ



ViPNet 
Ȣɗɝɠɔɒɱ 
ɡɠɩɤɒ ɖɝɱ 
Ȭȯ Linux
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ViPNet Business Mail for Linux

o Ƞɣɤɢɗɩɟɒɱ ɢɒɓɠɤɒ ɣ ViPNet Ȣɗɝɠɔɒɱ ɡɠɩɤɒ ɖɝɱ ȬC Windows

o ȭɠɖɖɗɢɘɜɒ Ȭȯ Linux ɚə ɣɡɚɣɜɒ ɡɠɖɖɗɢɘɜɚ ɡɢɠɖɥɜɤɒ ViPNet 

Client 4U for Linux ;

o ȭɢɚɜɝɒɖɟɠɗ ɪɚɦɢɠɔɒɟɚɗ ɡɚɣɗɞ ɚ ɔɝɠɘɗɟɚɛƘ

o ȫɠɔɭɛ UI ɔ ɣɠɔɢɗɞɗɟɟɠɞ ɣɤɚɝɗƚ

o ȯɠɔɞɗɣɤɚɞɠ ɣ ViPNet Administrator

ɔɗɢɣɚɚ 4.6.10.4916 ɚɣɤɒɢɪɗ

o ȯɠɔɞɗɣɤɚɞɠ ɣ ViPNet Client 4U for 

Linux ɔɗɢɣɚɚ 4. 13. xxxx ɚɣɤɒɢɪɗ
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ViPNet Business Mail for Linux



ViPNet Client 
for macOS
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o Ȧɣɡɠɝɮəɥɗɤɣɱ Apple VPN API

o ȭɠɖɖɗɢɘɜɒ ɪɚɢɠɜɠɕɠ ɣɡɚɣɜɒ Ȭȯ MacOS:
10.15 Catalina, 11 Big Sur, 12 
Monterey

o ȭɢɠɖɥɜɤ ɢɒəɞɗɫɗɟ ɔ AppStore

ViPNet Client for macOS

ȫɠɔɭɗ ɔɠəɞɠɘɟɠɣɤɚƙ 
ǁ˩ǂ ȯɞɗɟɒ )0-ɒɖɢɗɣɒɨɚɚ ɟɒ ʬƚØƚÉÄƚÉÄ
ǁ˩ǂ Ƞɠəɞɠɘɟɠɣɤɮ ɓɝɠɜɚɢɠɔɜɚ ɠɤɜɢɭɤɠɕɠ 
ɤɢɒɦɚɜɒ ɡɢɚ ɔɜɝɰɩɗɟɟɠɞ 60.
ǁ˩ǂ Ȭɤɠɓɢɒɘɗɟɚɗ ɟɒɣɤɢɠɗɜ ViPNet Client
ɔ ɚɟɤɗɢɦɗɛɣɗ
ǁ˩ǂ Ƞɠəɞɠɘɟɠɣɤɮ ɥɖɒɝɗɟɚɱ 
ɜɠɟɦɚɕɥɢɒɨɚɠɟɟɠɕɠ ɦɒɛɝɒ
ǁ˩ǂ ȭɠɖɖɗɢɘɜɒ ɤɗɞɟɠɛ ɤɗɞɭ macOS
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ViPNet Client for macOSƚ ȫɒɣɤɢɠɛɜɚƚ



ViPNet Client 
ɖɝɱ ȬȯAndroid
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Ȧɣɡɠɝɮəɥɗɤɣɱ Google VPN API;

ȭɠɖɖɗɢɘɜɒ Android 6,7 ,8 ,9 ,10,11 ,12 ;

ȭɠɖɖɗɢɘɜɒ 3G, LTE, Wi - Fi;

ȭɠɖɖɗɢɘɜɒ ARM;

ȫɗ ɤɢɗɓɥɗɤ ɡɢɒɔ ɣɥɡɗɢɡɠɝɮəɠɔɒɤɗɝɱ;

ȯɗɢɤɚɦɚɜɒɤ ɟɒ ȯȨȥȦ ɡɠ ɜɝɒɣɣɥ Ȩȯʦ ɖɠ 
01.0 6.20 22.

Ȯɒɓɠɤɭ ɡɠ ɣɗɢɤɚɦɚɜɒɨɚɚ ɟɠɔɠɛ ɔɗɢɣɚɚ 
ɥɘɗ ɚɖɥɤƚ

ViPNet Client for Android
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ViPNet Client 4U for Android .

Ȭɣɠɓɗɟɟɠɣɤɚ ɟɠɔɠɛ ɔɗɢɣɚɚ:

o ȴɗɟɤɢɒɝɚəɠɔɒɟɟɠɗ ɥɡɢɒɔɝɗɟɚɗ ɤɠɟɜɚɞɚ 
ɟɒɣɤɢɠɛɜɒɞɚ ɡɢɠɖɥɜɤɒ ɩɗɢɗə ViPNet 
Administrator

o ȯɗɢɤɚɦɚɨɚɢɥɗɞɒɱ ɔɗɢɣɚɱ ɢɒəɞɗɫɗɟɒ ɔ Google Play 
ɜɒɜ ɠɤɖɗɝɮɟɠɗ ɡɢɚɝɠɘɗɟɚɗ ɔ ɜɠɤɠɢɠɞ ɢɗɒɝɚəɠɔɒɟ 
ɞɗɧɒɟɚəɞ ɢɗɕɚɣɤɢɒɨɚɚ ȯȨȥȦ

o ȯɞɗɟɒ )0-ɒɖɢɗɣɒɨɚɚ ɟɒ ʬƚØƚÉÄƚÉÄ

o Ƞɠəɞɠɘɟɠɣɤɮ ɓɝɠɜɚɢɠɔɜɚ ɠɤɜɢɭɤɠɕɠ ɤɢɒɦɚɜɒ ɡɢɚ 
ɔɜɝɰɩɗɟɟɠɞ 60.



26



27



28



29



30



ViPNet Client 
for iOS


